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Abstract

This research investigates the application of clustering techniques to network congestion data at Universitas Muslim Indonesia,
employing a hybrid metric approach based on packet loss and delay. The study utilized two algorithms, K-Means and K-Medoid,
applied in a semi-supervised scenario to group 255,147 network data points into 3, 4, and 5 clusters, considering 10 principal
variables. During the pre-processing phase, data cleansing was conducted to address missing values, followed by normalization
to standardize the scale of numerical variables, thereby preparing the data for the clustering process. Model validation was
performed using four cluster evaluation methods: Gap Statistic, Davies-Bouldin Index, and Elbow Method. The evaluation results
indicate that both algorithms were capable of forming valid and reliable clusters. However, the K-Means algorithm demonstrated
superior performance compared to K-Medoid, particularly when utilizing three Quality of Service variables: throughput, packet
loss, and delay. In this configuration, K-Means yielded more stable clusters, a clearer separation between clusters, and a more
structured visualization. Consequently, K-Means is considered more optimal for classifying network congestion levels and
presents an effective approach for network data segmentation.
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Introduction

Similar to traffic jams in transportation systems caused by accidents, repairs, or other inevitable factors, network
communications is also often experience congestion. This problem often arises due to bandwidth allocation errors,
where the number of data packets sent exceeds the available network bandwidth capacity. In computer networks,
bottlenecks can be triggered by high node density, many-to-many data transmission architectures, and packet
collisions, resulting in reduced packet delivery rates, reduced throughput, increased packet loss and delays, decreased
energy efficiency, and connection blockages. These factors always decrease the Quality of Network Service (QoS)
and Quality of Experience (QoE) of users AAQ [1]-[6].

Some strategies, such as regulation, identification, maintenance, and administration, are often used to address
bottlenecks at all layers of the network [7]. In the Open System Interconnection (OSI) model, the transport layer, a
fundamental element in Internet communications architecture, assumes an important role. This layer, one of seven in
the OSI model, oversees end-to-end data transmission in the network [8], [9].

Typically, Congestion Control (CC) is executed in two scenarios: preventing congestion first, being recognized as
an open-loop control system, and overcoming bottlenecks that arise, identified as a closed-loop control system. Both
situations are managed through two main mechanisms: Transmission Control Protocol (TCP) regulation and queue
administration, specifically Active Queue Management (AQM) applied to routers [10], [11].

Basically, the effectiveness of network protocols depends on the congestion control (CC) algorithm used. Various
algorithms have been designed to adjust metrics according to specific requirements. For example, delay-loss based
congestion control (CC) algorithms combine packet loss and delay into a single congestion metric to optimize network
performance [12]-[14].
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Universitas Muslim Indonesia (UMI) is a private higher education institution located in Makassar City, founded
on June 23 1954, UMI is also marked by its proven academic achievements as the only private university in eastern
Indonesia to obtain A level institutional accreditation. In the field of education, UMI uses the internet network as one
of the supporting facilities and infrastructure. UMI has 13 faculties, where each faculty uses a wireless LAN network
as a facility for students [15]. This study aims to perform a clustering analysis to facilitate the labeling and modeling
of network congestion data within the network infrastructure of Universitas Muslim Indonesia. It employs hybrid
metrics—combining packet loss and delay-based congestion—which are not adequately addressed by the TIPHON
standard, as it categorizes network congestion using either packet loss or delay independently. K-Means, previously
utilized for clustering analysis in related studies [16], has been adopted in this research to enhance the classification
process. The study specifically investigates scenarios involving varying numbers of input features, namely 10, 6, and
3. Furthermore, the clustering results are thoroughly validated to ensure that the data used in the analysis is both valid
and reliable.

Method
A. Network Congestion

Network congestion refers to a condition in which data transmission slows down due to an error in the allocation of
bandwidth resources, where the number of data packets sent exceeds the available bandwidth capacity. The presence
of congestion on the network can result in a decrease in QoS service quality and QoE user experience. QoS itself
includes the ability to provide resources and differentiation on network services, measured through parameters such as
packet loss, delay, and throughput.

1. Packet loss is a parameter that describes a condition that shows the number of data packets loss due to collusion
or congestion in the network. The unit used is (%). The purpose of measuring packet loss is to see the reliability
of the method used in sending packets in the event of network-congestion.

2. Delay is the time it takes for data to travel the distance from origin to destination. The purpose of delay
measurement is to find out how long it takes for one packet to get from source to destination.

3. Throughput can be defined as the amount of time unity data sent in a network, from one network point to
another. The purpose of measuring throughput is to determine whether the network relies on forwarding
packets that come to their destination.

4. Bandwidth refers to the capacity of a communication channel to transmit data over a period of time, generally
measured in bits per second (bps) or multiples such as Kbps, Mbps, or Gbps. This is a crucial element in
determining the speed and efficiency of data transmission in a network.

Based on Telecommunications and Internet Protocol Harmonization over Network (TIPHON), the QoS parameter
assessment standard issued by the European Telecommunications Standards Institute (ETSI), packet loss and delay
standards are set as shown in Table 1 [17].

Table 1. TIPHON Standard

Parameter Grade QoS Category
Packet loss 0% Excellent
3% Good
15% Medium
25% low
Delay <150ms Excellent
150ms-300ms Good
300ms-450ms low

B. Data Mining

Data mining is a set of techniques for finding previously unknown knowledge in large databases. The patterns found
can be used to help make a decision. Data mining is also defined as the process that uses static, mathematical, artificial
intelligence, and machine learning techniques to ecstasy and identify useful information and knowledge derived from
large databases or data warehouses [ 18].
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C. C(lustering

Clutering is one of the multivariate techniques of interdependence. Therefore, in clustering analysis between
independent variables and dependent variables, there is no distinction between one another [ 19]. Clustering analysis is
a process used as a method of combining observations into groups, so that each homogeneous set will have certain
characteristics [20]. Thus the observations in each group are the same as other observations in the same group. While
each set should be different from other sets. Thus an observation in one set should be different from an observation in
another set [21].

D. Dataset

The source of data used in this study is primary data collected from the Indonesian Muslim University network
using Wireshark in 10 working days from 06.00 AM to 07.00 PM. The data collected as many as 633 captures have
been aggregated into a dataset with approximately 652247 records (milliseconds) and carried out a pre-processing by
removing noise and missing values so that the remaining 255147 records. The dataset comprises ten principal variables
(X;¢) that characterize network traffic behavior over time. X, denotes the total number of packets transmitted, whereas
X, reflects the proportion of packets lost during communication. Network efficiency is further described through
throughput (X5,) and end-to-end delay (X,;). The magnitude of transmitted information is represented by the file size
in bytes (Xs;) and the corresponding data size in bytes (Xq.) Moreover, the dataset includes the data byte rate (X;)
and data bit rate (Xg.), which quantify the flow of information per second. Finally, X,, captures the mean packet size,
while X, specifies the average packet transmission rate. Collectively, these attributes provide a detailed depiction of
temporal fluctuations in network traffic performance.

E. Research Design

The research design carried out was clusterization analysis using the K-Means method with cluster validation using
the Gap-Statistic Elbow Method and Davies bouldin Index. The analysis flow chart is shown in Figure 1.
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To analyze network congestion patterns at the Universitas Muslim Indonesia, this study involved a series of stages.
This stage includes various processes, starting with the input of a prepared data set which includes number of packet,
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packet loss, throughput, delay, file size, siza data, data byte rate, data bit rate, average packet size, average packet rate.
Furthermore, the preprocessing stage is carried out, followed by cluster initiation, determination of parameter values
and number of clusters, conducting clustering analysis using the K-means algorithm, validating clustering results using
Gap-statistic, elbow method and davies bouldin index, the last stage is labeling data records. A visual representation
of the stages of research is depicted in Figure 1.

F. K-Means Algorithm

The K-Means algorithm is one of the clustering algorithms that is included in the Unsupervised Learning group
which is used to group data into several groups with a partition system [22]. Unsupervised learning is a data mining
algorithm to look for patterns from a variable (attribute), the variable (attribute) that is the target/ label/ class is not
specified (none) [23]. The K-Means algorithm method seeks to group existing data into several groups where the data
contained in one group has the same characteristics as one another but has different characteristics from data in other
groups. Thus, this method can be used to minimize variation between data contained in a cluster and maximize variation
with data contained in other clusters. The purpose of clustering is to group objects into k clusters. Clustering using the
K-Means method is generally done with the following basic algorithm [24].

1. Determining the k number of clusters
2. Initializing the cluster center k randomly. Cluster centers

3. Allocating all object data on the nearest cluster. The similarity of two objects can be determined based on the
distance between the two objects. While the similarity of a data in a cluster is determined by the distance
between the data and the centroid. At this stage, calculating the distance of each data to the centroid can use
Euclidean distance with equation 1.

p
d(rx) = Y Gy (1

Where d(x,x,) is Euclidean distance, x,; is i*" test data on the 2nd variable.
X1i : data samples are on the first variable.

p : dimensionality of independent variable data

4. Recalculating the distance between the centroid and the current data. Centroid is the average value of all
objects/data in the class. However, in the next centroid determination, the median can be used if possible.

5. Repeat steps 2-4 until the centroid value does not change.

G. K-Medoids Algorithm

The K-Medoids algorithm, a data mining clustering technique, is employed for cluster formation [25]. This
algorithm forms clusters by calculating the shortest distance between data points. Initially, K-Medoids determines the
central point for each cluster, and subsequent cluster formation relies on the proximity of data points to these central
points, grouping them based on similarity or shared characteristics [26].

The distance matrix relative to the medoids is calculated using the Euclidean Distance formula (2), which involves
computing the distance of each data point to the two predetermined medoids.

D(iC)= ) (Xuk -Go?) @
k=1

The cluster centres are recomputed according to the Formula (3) :
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H. Cluster Evaluation

Cluster evaluation is the process of assessing the quality and suitability of sharing data into groups (clusters), with
the aim of measuring the extent to which the cluster represents the actual structure in the data, as follows:

1.

Gap-Statistic is a cluster evaluation method that compares cluster metrics in actual data with metrics in
random data to determine the optimal number of clusters in a dataset, helping to overcome the challenges of
determining cluster counts without relying on prior knowledge [27].

Elbow Method is a clustering analysis approach used to select the optimal number of clusters in a dataset
[28]. The selection is done by identifying the most significant angle or drop between the first and second
cluster values in the graph, where the number of clusters at that point is considered the optimal because it
provides maximum representation of the structure in the data [21].

Davies Bouldin Index is a cluster evaluation method used to evaluate clusters in general based on quantity and
proximity between cluster members [29]. This index shows a positive correlation for "in-class" situations and
a negative correlation for "inter-class" situations. The calculation of the Davies Bouldin Index value is based
on the ratio between the i cluster and the j* cluster. The smaller the Davies Bouldin Index value, the better
the resulting cluster [30].

Results and Discussion

A. Data Collection Results

This step is done using Wireshark with PCAP (Packet Capture), an Application Programming Interface (API) is
used to capture network traffic, which is then stored in a packet capture file. Data transformation is done from PCAP
files into excel files that are extracted by coding using python. Where there are Number of Packet, File size (bytes),
Data size (bytes), Capture duration (seconds), Data byte rate (bytes / sec), Data bit rate (bits/sec), Average packet size
(bytes), Average packet rate (packets / sec), Throughput, Packet Loss, Delays (mc), Packet Loss (%), Delay (ms).

Figure 2. Data Transformation Wireshark to Excel

B. Data Preparation

Before conducting K-Means analysis, data preparation is first carried out which is to clean, compile, and format
the data so that it can be analyzed more effectively as shown in Figure 3.

Figure 3. Data Preparation
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C. Exploratory Data Analysis

Table 2. Descriptive Statistic

Measure Number Of Packet Throughput Packet Loss (%) Delay (ms)
count 255148.000000 255148.000000 255148.000000 255148.000000
mean 12575.172523 0.066869 11.081240 179.101606

std 4164.102445 0.528798 9.169622 3299.737035
min 11.000000 0.006252 0.000000 0.000000
25% 10561.750000 0.042339 3.752086 57.320469
50% 13327.000000 0.053029 8.623442 71.979518
75% 15266.000000 0.063652 16.772250 83.946977
max 50352.000000 113.936625 100.000000 662133.000000

In Figure 4, the correlation between variables is also calculated which is then used as a fundamental consideration

for the right analysis at the following stage. High correlation between variables result in multicollinearity which has an
impact on the efficiency of the model which is unstable and difficult to determine so that it requires long computations.
In addition, multicollinearity will also result in the risk of overfitting and inaccurate testing. Figure 4 shows the
correlation value between variables where some variables have a very high correlation value (close) to other variables
which shows that the selection and simplification of variables is needed so that overfitting does not occur.

The first step of the exploratory data analysis (EDA) process involves descriptive statistical calculations calculating
the mean, standard of division, minimum, maximum, and quartile values on each variable to understand the overall
distribution of data. The calculation results from the EDA stage have been obtained and cover several aspects as in
Table 2.

Correlation Matrix

Number of packets

File size (bytes) SN

Data size (bytes) S0

Capture duration (seconds|
- 0.6
Data byte rate (bytes/sec)
Data bit rate (bitsisec)
-04
Average packet size (bytes) -

Average packet rate (packets/sec) S
Throughput -02
Packet Lost -
Delays (ms)

Packet Lost (%)

Delay (ms)

Number of packets

File sze (bytes)

Data size (bytes)

Data byte rate (bytes/sec)
Data bit rate (bits/sec)
Average packet size (bytes)
Packet Lost

Delays (ms)

Packet Lost (%)

Delay (ms)

Capture duration [seconds)

Average paciet rate (packets/sec)

Figure 4. Correlation between variables

Figure 5 shows the distribution or distribution of data for each variabel used
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Figure 5. Exploratory Data Analysis

Figure 6 Shows the grouping of congestion types based on the TIPHON Standard. Where scatter plots are used
displays the relationship between the two variables "Number of Packets" and "Packet loss (%)". As well as "Delay"
and "Number of Packet".

Packet Loss-based Congestion Category Delay-based Congestion Category

100 Packet Loss Category Delay Category
° 0 e 0
! o1

.2 10° o2
80 3 3

Packet Lost (%)
Delay (ms)

0 10000 20000 30000 40000 50000 0 10000 20000 30000 40000 50000
Number of packets Number of packets

(a) (b)
Figure 6. Congestion Level 4 categories based on TIPHON standards (a) Packet loss, (b) Delay
D. K-Means Analysis

K-Means Cluster Visualization

Delay (ms!

@0 60
Packet Loss (%)

Figure 7. Congestion Level 10 variables with 4 clusters using K-Means based on Packet-Loss & Delay

At this stage, Capture duration, Average packet rate, and Delays were dropped as variables. The analysis was then
conducted using the remaining 10 variables: Number of Packets, File size, Data size, Data byte rate, Data bit rate,
Average packet size, Throughput, Packet Loss, and delay. These variables were analyzed within four proposed
clusters: Low, Medium, High, and Critical. However, as illustrated in Figure 7, the clustering pattern was not
discernible when combining Packet Loss and Delay.

Darwis et. al. (Congestion Clustering Modeling on Dataset Network Using K-Means Algorithm)



330 ILKOM Jurnal Ilmiah Vol. 17, No. 3, December 2025, pp. 323-335 E-ISSN 2548-7779

Davies-Bouldin Index vs. Number of Clusters

Gap Values by Cluster Count
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Cluster Count Number of Clusters
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Figure 8. Validate the number of clusters with 10 input variables using (a) Gap-Statistic, (b) Davies-Bouldin Index
and (c) Elbow Method

K-Means Cluster Visualization
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Figure 9. Congestion Level 10 variables with 5 clusters using K-Means based on Packet Loss & delay

The evaluation results, utilizing the Gap Statistic, Davies-Bouldin Index, and Elbow Method, suggest that with the
application of 10 variables, the optimal number of clusters is 5, as recommended by the Gap Statistic evaluation, and
supported by the Davies-Bouldin Index and Elbow Method, as illustrated in Figure 8.

Following experimentation with 5 clusters, the results did not reveal a consistent pattern in the combination of
packet-loss and delay, as illustrated in Figure 9.

In the subsequent experiment, six variables were examined, categorized into three distinct clusters.

Cluster Visualization
105

Delay (ms)

e L

] 2000 4000 6000 8000 10000 12000
Packet Loss

Figure 10. Congestion Level 6 variable with 3 clusters using K-Means based on Packet Loss & Delay

As depicted in Figure 10, the resultant output maintains an inconsistent configuration, with the visualization
highlighting anomalies within the structure. Consequently, the cluster evaluation phase was reiterated utilizing six
variables—the Gap Statistic, Davies-Bouldin Index, and Elbow Method—collectively proposing a three-cluster
arrangement, as demonstrated in Figure 11.
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Figure 11. Validation the number of clusters with 6 input variables using (a) Gap-Statistic, (b) Davies-Bouldin
Index and (c) Elbow Method

The evaluation of clusters using Gap Statistic, Davies-Bouldin Index, and Elbow Method led to tests employing
three clusters with three QoS variables: throughput, packet loss, and delay. In this testing phase, the combined patterns
of packet loss and delay were clearly observable. Subsequently, tests were conducted using four and five clusters with
the same three QoS variables, yielding results that were clearly and systematically observable, as depicted in Figure
12.
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Figure 12. Congestion Level 3 variable with 3, 4 and 5 clusters using K-Means based on (a) Packet-Loss & Delay 3
clusters, (b) Packet-Loss & Delay 4 clusters and (c) Packet-Loss & Delay 5 clusters

The validation of K-Means modeling was conducted using the Gap-Statistic, Davies-Bouldin Index, and Elbow
method. The results indicate that utilizing three Quality of Service variables throughput, packet loss, and delay, allows
for the formation of 3, 4, and 5 clusters that are both valid and reliable.

E. K-Medoids Analysis

To provide a more comprehensive comparison, a similar approach was conducted using the K-Medoid algorithm.
Initial testing also used four clusters, as proposed by the research, as shown in Figure 13. In the visualization of
clustering results based on the combination of Packet Loss and Delay variables, the separation pattern between clusters
was not clearly visible. Therefore, the evaluation of the optimal number of clusters was performed using the Gap
Statistic, Davies-Bouldin Index, and Elbow Method. Based on the evaluation results, using 10 variables, the
recommended number of clusters is five. Although the Gap Statistic showed the highest value at six clusters, both the
Davies-Bouldin Index and the Elbow Method indicated that five clusters were a more optimal choice, as shown in
Figure 14.
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Figure 14. Validation the number of clusters with 10 input variables using (a) Gap-Statistic, (b) Davies-Bouldin
Index and (c) Elbow Method

Following a re-evaluation using five clusters, the resulting visualization is depicted in Figure 15. Despite adjusting
the number of clusters based on prior evaluations, a clear and organized pattern of separation between clusters in the
Packet Loss and Delay variable combination remains elusive. This suggests that, notwithstanding the adjustment in
cluster quantity, the combination of these two variables is insufficient for producing a visually informative cluster
separation.

Cluster
* 0 (Critical Congestion)
s 2 (Medium Congestion)
« 4 (High Congestion)
1 (Low Congestion)
« 3 (Bad Congestion)

Delay (ms)

102

0 20

0 60
Packet Loss (%)

Figure 15. Congestion Level 10 variables with 5 clusters using K-Medoids based on Packet Loss & delay

In subsequent testing, six variables were considered during the clustering process. Based on the validation results
obtained using the Gap Statistic, Davies-Bouldin Index, and Elbow Method, it was determined that the optimal number
of clusters is three, as illustrated in Figure 16.
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Figure 16. Congestion Level 6 variabel dengan 3 cluster menggunakan K-Medoid berdasarkan Packet-Loss &
Delay

The evaluation also incorporated three QoS variables: throughput, packet loss, and delay. The clustering process
yielded three distinct clusters, as depicted in Figure 17. Visual analysis reveals that the separation patterns between
clusters, based on the combination of packet loss and delay variables, appear more distinct and organized compared
to previous experiments.
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Figure 17. Congestion Level 3 variable with 3, 4 and 5 clusters using K-Medoid based on (a) Packet-Loss & Delay
3 clusters, (b) Packet-Loss & Delay 4 clusters and (c) Packet-Loss & Delay 5 clusters

The To assess the consistency and potential for more detailed segmentation, further testing was conducted using
4 and 5 clusters, as illustrated in Figure 17. Despite the increased number of clusters, the visualization of the clustering
results indicates that the separation between clusters remains orderly and consistent, which reinforces the reliability
of the K-Medoid method in grouping the data.

In summary, validation results from the Gap Statistic, Davies-Bouldin Index, and Elbow Method that employing
these three QoS variables allows the formation of 3 to 5 clusters via the K-Medoid method. This approach yields valid,
reliable, and representative data segmentation, effectively depicting network congestion levels in a more structured
manner. Nevertheless, in comparison to K-Medoid, the K-Means method demonstrates more stable cluster patterns,
clearer separation between clusters, and more structured and informative data visualization.

Conclusion

Based on the research conducted using the K-Means and K-Medoid methods, it can be concluded that the clustering
process for network congestion levels was successfully implemented. The process effectively grouped data through
various tests on the number of variables and clusters. The modeling of both algorithms was validated using Gap
Statistic, Davies-Bouldin Index, and Elbow Method. The results showed that using three QoS variables—throughput,
packet loss, and delay—both methods were able to form valid and reliable clusters. However, K-Means demonstrated

superior performance in forming stable clusters and more structured patterns in the visualization compared to K-
Medoid.
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