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Abstract

Today's technology makes communication very easy and can be used anywhere, even a distance of hundreds to thousands of
kilometres is not a barrier in communicating. One of the tools or media that is widely used is via email. However, there are
many disadvantages that may be obtained from the email, one of which is spamming or mail. The purpose of this research is to
know the stages of spamming email analysis through header analysis. The method used in this study is the National Institute of
Standards and Technology (NIST) and this method uses 4 stages, namely collection, examination, analysis, and reporting. The
results of this study are expected to be able to find out the spam sender's email address, the spam email sender's IP address, and
other information needed.
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Introduction

Nowadays internet services make it easy for humans to do all their activities anywhere and anytime. This
convenience is fortified by the reach of the internet that goes beyond various boundaries that makes the growth of
the internet very fast every day [1]. One of the internet services that is widely used and very popular is e-mail which
is used in an organizational, corporate or individual environment [2]. With technological developments, e-mail is not
only able to send text files, but can also send several files such as audio, video, photo, and other extension files [3].
There are threats that follow by utilizing these features as a medium of crime in the cyber world, because email is
the easiest tool to become a medium for sending spam (phishing, scam, malware, computer viruses and mail worms)
and malicious programs that are camouflaged and attached to attachments. One of the crimes found involving email
was email spamming and email spoofing [4]. Spamming is the sending of unwanted news or advertisements or what
is called bulk mail or junk email [5]. While email spoofing is an email that is intentionally faked so that it seems as
if it was sent from a legitimate email [6].

With so many crimes happening today, more and more technologies are being developed to check and protect e-
mails, including spam e-mail detection [7]. One way to develop this technology is to conduct internet forensic
investigations [8]. The results of testing and analysis on the system are designed for useful forensic evidence [9]. In
general, there are two types of internet forensic investigations, namely dead forensics and live forensics [10]. Dead
forensics is a technique that requires data to be stored permanently in a storage media device, generally a hard disk.
Live forensics is an analytical technique that involves running data which is generally stored in Random Access
Memory (RAM) or in transit on a network [11]. An important part in digital forensics is the authenticity of digital
evidence [12]. Conducting an investigation through the stages of a digital forensics digital examination procedure
approach is the correct way to obtain the evidence [13].

The National Institute of Standards and Technology (NIST) is a method used to perform forensic analysis. This
method has been widely used as a reference for forensic analysis research. For example, in android-based analysis,
Wijaya (2017) used the NIST method to analyze the telegram application on smartphones [14]. Also, Anshori
(2018) analyzed the digital evidence for Facebook Messenger which also used the NIST method [15].

This research can later become new knowledge about how forensic investigations deal with crimes in the cyber
world, especially in the case of e-mail spam. As in the real world, crimes in the cyber world also require a forensic
process, which combines elements of law and computer science. This research can be a first step to solving a
complex crime case and can help with previous research. E-mail header investigation is an important aspect of
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investigation because e-mail metadata and other information are contained in e-mail headers. Analysis of e-mail
headers can reveal the source, destination, e-mail client, sender IP, identification of fake or authentic e-mails, and
more. In practice, e-mails have been repeatedly adopted as evidence by legal departments. With the continuous
advancement of national legal processes and the continuous improvement of electronic evidence laws, e-mail
forensics is indispensable in the detection of computer crime cases.

Method

The analysis process of this research uses the National Institute of Standards and Technology (NIST)
method. This method refers to the basic stages in a forensic analysis, namely collection, examination, analysis, and
reporting [16] which is shown in Figure 1.
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Figure 1. Stages in the method National Institute of Standards and Technology (NIST)

A. Collection
Collection was the stage of conducting the forensic process to identify sources that are considered potential to
be used as evidence, and the steps needed in data collection.

B. Examination
Examination was the stage of processing the data collected forensically, either automatically or manually.

C. Analysis
Analysis was the stage of analyzing the results of the examination using technically and legally justified
methods to obtain useful information and answer questions that encourage collection and examination.

D. Reporting
The reporting stage was reporting the results of the analysis which includes a description of the actions taken.

Results and Discussion
The results of this study were earned through evidences on spam emails by opening the header in the email.

A. Collection
This stage was the stage for identifying the header section for digital evidence and conducting data sources.
The first step in the forensic process was to identify sources that were considered potential to be used as evidence.
Further, we described the steps required in data collection.
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Figure 2. Inboxes in a spam folder
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Figure 3. Spam Email Messages

Figure 2 and Figure 3 shows the content of an email message located in the spam folder. To view the header
of a spam email, click on the option and then click on View raw message.

B. Examination

The examination was run to determine data filtering in certain parts of the data source. Data filtering was
carried out by changing the shape of the data but we did not make changes to the data content because the
authenticity of the data was very important.

Return-Path: <jerryben67@yshoo.com>
X-YahooFilteredBulk: 74.6.134.215
Received-SPF: pass (domain of yshoo.com designates 74.6.134.215 as permitted sender)
X-YMailISG: CSwh1bBWLDsBIRY.tITcucDycONe. xKX5_pogDFViQkSDaxN
QInB.ciilZgtBALYAUMIR1KIS_KpRgdaynlOAHIKEY 52Hm L swZYniViVGxKU
WavFOS 2FQNUNHArknokjAa39eRHLcMPmRGGEZBhs pswT4125gxIRIYEiZ6GKE
@kCSNSHEaQIR11YUEEN@RFFFVKTmal nykBd 13 KoK DuxPUF Dawpns4injapl
c_uIj78UoRurozZil37ispltzROLywikiPUVEYVH. tgla_jNbiXC1WangynRL
UsGivanyLvSKgImlFmRof2PIpbANdTCFHRZ72d3 . wbOrDtqfnwkstlzBnxps
_laBr7cOgfudcF1D9nLZfN4AT1bIRasBMETa6ZUr4McNF1_KBc T VYnr4BDiN
KYIgLkY_1TVPrilKtPdXsxHABAIDKHTCE 1y BSFRIBULIWULNGPT ZCwCvP1xG
RTNp@CwCAUKES1Cp7erGmLr. 1HBh . 1XEJBMgK Gk BBOKTFANYULCrb3syEAE
WZzpyeSFtIM3Z965XwweK rSedTDxQ5G_6BiMiSENCFuYizeyaX4tKeGvyRHY
Mm2G1iMuSbw3cH3okWKOZwnnRe 1 jS0B@3SDLRNtECewd7 . 2hj91Y_6PKIFGS
baJuzQGUCs9X_dGf9fKtyDBITKNSSKkkpsXs67e0EpnTLKr558F6gIMSLISpU
W2IzkoZUE]DALKK sETMXOTEAGEVER0X S 38 TeEBVQyhOVIWLwcueliasaxki
d9KVUVrUgud4CundLLL_DwdldNHEy poEnRarai 291 uEVSY] . rEUg1Zd4XoMPm
VxMLrHCFzeyvdikKBIVuy KUPTiGQS8aud 7 0gELgdcwlmHEYXF whwBAZmrYE
VIXIXKxCV9GnGULT FPIUCAIrC1hMeqOhashuAnw1d TUL I IpRHQEKSDs XHeZh
blxoD@elR3c. KjQXUtoga. IDEUM sgbUr 11K sTELy 8DQpwrVHERrFyI7vgs03
JAYFCQDSVEZMDTVDDRYNESZYRDOZGEN_raBrLArJHZDAQK 1MpVXGIqzItsHE
VhighE3pag@lPSEP0Ict4llnlKkeMafapaDQXRILQCGTIZSestE3V023IDCE
IFBIFHIGEXS5NS2IIkCUlVURGZWHMEIFIFANVF rildc sSHQNWES ZoPrCaYTO1YIU
INzIdY2Da.zMdg--
X-Originsting-IP: [74.6.134.215]
Authentication-Results: mtad4l@8.mail.sg3.vahoo.com
header.i=@yahoo.com; header.s=s52048; dkim=pass (ok)
Received: from 127.2.8.1 ({EHLOD seonic315-41.consmr.mail.bf2.yahoo,com) (74.6.134.215
by mtadl@s.mail.sg3.yahoo.com with SMTPS; Mon, @4 Mar 2819 22:37:53 +0000
DKIM-Signature: v=1; a=rsa-shal56; c=relaxed/relaxed; d=yshoo.com; s=s2848; t=1551739858; bh=QW3CeErgGRIHTANZqGSTSROAMKTAAOXTOgA2CFD331Q=; h=Date:Fror
b=HHK7EodRQQmP24Y L g45GHAuAZTF JHmAF 52 g5r FPXITT12FCPUNFF TAUNNEWE 7k IRTTNUoPm/ Zo My NXUc nRZ+w+C B4MEhnENy 7QF hZRPLchStmE TABC ks gp+s SXcXGBLED WQAXF Y4505 Talky
Z0hedd0etIICyNsSVYhUAP/ 4yNarqalnnlhkccdAZ6K+jdmSEnIS MOk rTZ3fLaN1bz TX/ nBirzckarxVhlyi/ 2 JINBTSEdt BkEosvdaXCIXVE ze ZFOrk6Ra0F pLhUhybelvedruSg==
X-YWail-0SG: fUSvpe@YMInZlu.sTe7em75]g8vvINtIFVonTKOXSVEAEDBIKSI158TpniNdHA-
Received: from sonic.gate.mail.nel.yshoo.com by senic315.consmr.mail.bf2.yahooc.com with HTTP; Mon, 4 Mar 2819 22:37:38 +900@
Date: Mon, 4 Mar 2919 22:35:36 8028 (UTC)
From: Jerry Ben <jerryben&igyzhoo.com>
Reply-To: Jerry Ben <officebank2l@gmsil.com>
Message-ID: <1413985146.9276424,1551738936539Email. yehoo. com>
Subject: Hello Dear friend, how are you doing? I hope all is well with you?
MIME-Version: 1.9
Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 7bit
References: <1413985146.9278424.15517380936539, ref@mail. yahoo. com>
X-Mailer: WebService/1.1.13123 YahooMailBasic Mezilla/5.8 (Windows WT 6.1) AppleblebKits537.36 (KHTML, 1like Gecko) Chrome/72.8.3626.119 Safarif537.36
Content-Length: 1872

Figure 4. Spam Email Headers

In Figure 4 is a display of spam email headers. This email header was used for analysis of emails that entered
the spam folder.
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C. Analysis
The step taken was to analyze the generated. We analyzed where, how and why the data was generated, and by

whom.

Header

X-Apparently-To:
Return-Path:
X-YahooFilteredBulk:
Received-SPF:
X-YMailISG:

X-0riginating-1P:
Authentication-Results:
Received:
DKIM-Signature:

X-YMail-05G:
Received:

Date:

Date (Formatted):
From:

Reply-To:
Message-1D:
Subject:
MIME-Version:
Content-Type:

Content-Transfer-Encoding:

References:
X-Mailer:
Content-Length:

Mon, 04 Mar 2019 22:37:53 +0000

<jerryben67@yahoo.com>

74.6.134.215

pass (domain of yahoo.com designates 74.6.134.215 as permitted sender)
C5vN1b8WLDSsBIRY.t1IcucDYCcONe. xKX5_pogOFViQkSDOXN QInB.cjilZqtBA1YAUM3R1k99_KpRgjaynlOAH:
_laBr7cOgfudcFIDSNLZfN4I1bIRasBM8Tac ZUrdMcNF1_K8cTiVYnrd4BDiN XYjgLkY_|ITVPriUKtPdXsxHADASDK
baluzQGUCsIX_dGIofKtyDBI7KNSSkkpsXs67eOEpnTLkr558fegIMSLIGpU W2IzkoZUEUIbAIKKSEIMXx0T8dGE
blxoD0Oe1R3c.KjQXUtoga.IDEU4sgbUr1KsI6Ly8DQpwxVWERIFyI7vgs03 JAYfCQO5VgZMD7vDDRYMBESZYR
[74.6.134.215]

mta4108.mail.sg3.yahoo.com header.i=@yahoo.com; header.s=s2048; dkim=pass (ck}

from 127.0.0.1 (EHLO sonic315-41.consmr.mail.bf2.yahoo.com) (74.6.134.215) by mta4108.mail.sg3.yal
v=1; a=rsa-sha256; c=relaxed/relaxed; d=yahoo.com; s=s2048; t=1551739058; bh=QW8CeErqGR1HTZ
b=HHK7EodRQQMP24YLg45GH6UOZTFIWHMW4F5zg5rfPXITT12FCPYNFIIAUNNEWEZKIRIINUoPmM/ZofMyNX
fUSvpedVM1nZ1lu.sTe7em751g8vvIWLIFVpn7KOXSVEAEDBIKSIIS8IpniNdHA- -

from sonic.gate.mail.nel.yahoc.com by sonic315.consmr.mail.bf2.yahoo.com with HTTP; Mon, 4 Mar 201’
Mon, 4 Mar 2019 22:35:36 +0000 (UTC)

03/04/2019 22:35:36 UTC

Jerry Ben <jerryben67@yahoo.com>

Jerry Ben <officebank21@gmail.com>

<1413985146.9278424.1551738936539@mail.yahoo.com>

Hello Dear friend, how are you doing? I hope all is well with you?

1.0

text/plain; charset=UTF-8

7bit

<1413985146.9278424.1551738936539.ref@mail.yahoo.com>

WebService/1.1.13123 YahooMailBasic Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like G
1072

Figure 5. Spam Email Header Details

Figure 5 describes the email sent by <jerry67@yahoo.com>, with the IP (X-Originating-IP :74.6.134.215).
From the analysis of the spam email headers, we could trace where it came from, but we did not know yet who did it
because only the IP Address was recorded (74.6.134.215). IP address trace results show in Figure 6.

There were 5 IP address administrators in the world. These five administrators are those who regulate the use
of IP addresses on every computer in the world. The five administrator ip addresses are:

1) ARIN (North America and Sub-Sharan Africa) website: www.arin.net.

2) RIPE (Europe and Northern Africa) website: www.ripe.net.

3) APNIC (Asia Pacific) website: www.apnic.net.

4) LACNIC (Southern and Central America and the Caribbean) website : www.lacnic.net.
5) AFRINIC (The African Network Information Centre) website: www.afrinic.net.

Hostname or IP address: Whois server: Encoding:
74.6.134.215 - ASCIL A

Verify hostname / IP address
[ redirect automatically
I:l Format response

|:| Direct query
I:‘ Domain query
MNetwork query

Host Information for "74.6.1354.215":
IF address: 74.68.134.215
Host name: gonic315-4l.consmr.mail.bf2.yahoo.com
Domain name: yahoo.com
Top lewel: CoM

Hetwork Query

Hetwork query for "74.6.134.215" at "whois.iana.org™:

o0

IANR WHOIS server
for more information on IANA, wvisit http://www.lana.org
% This guery returned 1 ckject

o0

refer: whois.arin.net

inetnum: 74.0.0.0 - 74.255.255.255

organisation: ARTN

status: ALLOCATED

whois: whois.arin.net

changed: 2005-0&

Source: InNR

The response of "whois.iana.org™ points to the Whois server "whois.arin.net”™.

Que

Figure 6. IP address trace results
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After analyzing the IP of the spam email sender, the eToolz application notified that the IP (74.6.134.215)
belonged to ARIN.

D. Reporting
At these digital forensics reporting stage, from the 3 stages that we run, digital forensic evidence was obtained.
At the previous stage, we managed to get digital evidence in the form of an IP address contained in the email header.

Conclusion

Based on the results of the tests conducted using the NIST method, it can be concluded that e-mail header
investigation was an important aspect of the investigation because e-mail metadata and other information were
contained the in e-mail headers. Analysis of e-mail headers could reveal the source, destination, e-mail client, sender
IP, identification of fake or authentic e-mails, and more. IP addresses could be tracked using applications to make it
easier to find the sender of the e-mail. Once an IP address was tracked, it was easy to find routes, geographic
locations, network providers, and more.

Based on the results of the research, the authors suggest that hopefully the current study can be useful for
developing better tools so that it can be more effective and the results obtained are more detailed. More previous
studies reviews are needed so that the research results are more accurate and digital evidence can be used as
evidence.
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